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INTRODUCTION

//////// After the full-scale invasion in 2022, media literacy and countering Russian disinfor-
mation have become one of the key issues of the national security as Russia is waging an aggressive
information war constantly improving its tools and using new technologies. Ukrainian media have an
important role to play in countering disinformation and promoting media literacy in the Ukrainian soci-
ety. Therefore, Ukrainian journalists need to have skills of critical information perception, fact-checking,
etc, to be able to operate new technologies and Al at a high professional level.

Experts of the Ukrainian Media and Communication Institute, having analyzed media projects coun-
tering disinformation’, came to the conclusion that poor media literacy and understanding of both
internal Ukrainian and global contexts on the part of Ukrainian journalists often lead to publishing
materials that can play into the hands of Russian propaganda.

A comprehensive solution to this problem can be achieved by means of improving of journalism edu-
cation and, thus, through the efforts focused on the journalism faculties and departments training
prospective journalists.

In Ukraine, about 60 higher education institutions provide educational services in the field of journal-
ism. However, as already mentioned, graduates of these institutions do not always get adequate skills
and knowledge to work effectively and efficiently at a time of information war.

This research is the first attempt to analyze the practices of integrating media literacy components
into educational journalism programs at Ukrainian universities. We hope that it will help to identify key

problems and come up with approaches to solve them.

V//4

T Ukrainian Media and Communication Institute (2024). Overview of Media Projects Countering Disinformation in Ukraine in the
Context of a Full-Scale War. Analytical Note (in Ukrainian). URL: https://www.jta.com.ua/news-and-reports/uimk-prezentuie-anali-

tychnu-zapysku-z-ohliadom-mediaproiektiv-spriamovanykh-na-protydiiu-rosiyskiy-dezinformatsii/

umci.ngo@gmail.com 4 www.facebook.com/umci.ngo


https://www.jta.com.ua/news-and-reports/uimk-prezentuie-analitychnu-zapysku-z-ohliadom-mediaproiektiv-spriamovanykh-na-protydiiu-rosiyskiy-dezinformatsii/
https://www.jta.com.ua/news-and-reports/uimk-prezentuie-analitychnu-zapysku-z-ohliadom-mediaproiektiv-spriamovanykh-na-protydiiu-rosiyskiy-dezinformatsii/

METHODOLOGY

The Ukrainian Media and Communication Institute conducted in
November 2024 - January 2025 a research of integration of the
topics of media literacy and countering disinformation into the
journalism programes.

/7777 The objectives of the research were:

B toanalyze how the journalism faculties and departments of Ukraine's universities integrate the me-
dia literacy and countering disinformation components into the educational process so that to iden-
tify respective gaps in the journalism education system;

B to overview the practices of integrating media literacy components into the educational process in
Western universities so that to identify cases relevant for Ukrainian universities.

#7777  This research consists of the components:

Analysis of practices of media literacy and countering disinformation com-
A ponents integration into the training of prospective journalists at Ukrai-
nian universities.

This component includes:

B Analysis of journalism educational programs and certain syllabi: papers of 30 Ukrainian universi-
ties (the list is attached at the end of the report) have been analyzed. The analysis was carried out
according to the following parameters: a) the structure of courses within an educational program:;
b) the subjects of courses; ¢) the up-to-dateness of literature used for the courses; d) the duration of
courses; d) the competences; €) the methods of working with students.

B Online survey (N=69): out of 150 mailed questionnaires, 69 responses were received from represen-
tatives of 31 universities (14 faculty/department heads and 55 professors at different positions). The
online survey covered the topics: a) the content of training and teaching methods; b) the university
policy regarding media literacy; c) educational resources and tools; d) efficiency of training; e) train-
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METHODOLOGY

ing of professors; e) key obstacles to effective introduction of media literacy into programs; €) vision
of the future.

B In-depth semi-structured interviews (N=15) with professors and management of journalism fac-
ulties/departments. The sample includes: a) 6 professors; b) 2 deans of faculties; c) 7 department
heads.

Desk research: includes an overview of practices of media literacy and coun-
tering disinformation components integration into educational process at
Western universities, i.e. universities in the USA and Canada.

While collecting data, the experts faced following issues:

B thetime constraints of the project made it impossible to include in the sample all universities that
have journalism programs;

B the publicly available details of programs on university welbsites were outdated in some cases;
H some universities were not open to share syllabi of their courses (this information was not always
available on their websites; in certain cases, experts were denied access to this information, the

reason behind this is that it is the intellectual property of professors/university).

/4
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RS TRACT

Ukrainian universities generally demonstrate their active attitude towards media literacy
topics but do not have documented policies or strategies on developing this field. There
is no systematic approach nor unified methodology for teaching media literacy. There is a
need for greater institutional support to media literacy at the level of university administra-
tions.

Some universities see media literacy as a means of bringing up civic responsibility and
democratic values not only by forming basic information processing skills in students but
also by contributing to their general awareness of democracy and media culture.

Higher education institutions offer prospective journalists to study both specialized disci-
plines in media literacy and countering disinformation, and subjects integrated into the
topics under consideration. However, most specialized courses are elective not mandatory.
Developing critical thinking is the basis for compulsory courses of any journalism program.
Many of these disciplines are the fundamentals of media literacy, fact-checking and verifi-
cation, digital literacy, propaganda and disinformation or information policy or information
warfare. Also, the journalism programs began to have separate courses on the application
of artificial intelligence in practice, but they are still not enough.

There is no systematic approach to teaching media literacy for non-specialized (non-jour-
nalism) faculties, the administrations not understanding the importance of this subject
and reserved attitude of the guarantors of these educational programs are among reasons
behind this.

The competences in the syllabi usually have rather generalized formulations, their list may
not always correspond to the content of the discipline. The choice of these competencies is
somewhat limited by higher education standards for the “Journalism” specialty of the first
(Bachelor's degree) and second (Master's degree) levels of higher education. As a conse-
quence, there is a formal attitude to the inclusion of certain courses in the syllabus.

The media literacy disciplines teaching methodology is described in syllabi formally and
does not match either educational goals or competencies. There is no systematic approach
to thisissue at the level of universities.

Most students are highly interested in media literacy topics as well as highly motivated to
study them. The topics of Al tools application, photo and video fakes detection technolo-
gies, information verification, visual literacy, and possibilities to produce content with new
technologies are of most interest to them.
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ABSTRACT

To test knowledge, professors often offer their students to create their own projects, to write
tests, essays, and other writing tasks, but very rarely an oral test or exam. In general, profes-
sors assess the knowledge of students quite high: 7-8 grades (of a 10-grade scale) prevail.

Universities have access to foreign resources and scientometric databases, but low profi-
ciency in foreign languages make it more difficult for professors and students to use avai-
lable opportunities.

Irregular updating of references for academic disciplines in the syllabi, in particular, no rele-
vant sources of recent years is a general trend. The analysis of the syllabi demonstrated
that the literature indicated there reflects the content of the disciplines in an irregular way.
In certain instances, they recommend a rather brief list of references made of basic text-
books and manuals that had already become the classics of journalism and do not rep-
resent modern trends in the industry According to the online survey results, the majority
of professors claim that they use English-language literature in the educational process,
either constantly or partially.

Poor training of professors affects the quality of teaching. Most professors recognize (ac-
cording to the online survey results) that they need additional training to effectively present
topics on media literacy and countering disinformation. Most often, the professors need to
improve knowledge about the Al operation principles, dataliteracy, identifying deep fakes.

One of the main challenges faced by the universities today is the rapid dynamics of the
media environment, it requires constant updating of programs and materials taking into
account the development of technologies, the growing influence of social media and the
emergence of new forms of manipulations, fakes and propaganda. The lack of a systematic
approach and a unified methodology for teaching media literacy brings the disconnection
of knowledge and disparate approaches in different educational institutions.

/4
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SECTION 1

CASE STUDY OF MEDIA
LITERACY AND COUNTERING
DISINFORMATION
COMPONENTS INTEGRATION
AT UKRAINIAN UNIVERSITIES

1 1 UNIVERSITY POLICIES AND
n = APPROACHES TO MEDIA LITERACY

s/ High priority, no strategies

Ukrainian universities generally demonstrate an active position about working with media literacy top-
ics. The online survey of university representatives confirmed that, for the university management,
media literacy in most cases is a high or medium priority topic. Despite this, universities do not have
documented policies or strategies on the development of this direction, and media literacy is not in-
cluded in the educational strategies of universities.

In addition, the online survey results reveal a need for greater institutional support for media literacy
at the university administration level. A significant part of respondents believes that including media
literacy in the educational strategy of a university may contribute to the better integration of media
literacy into educational programs.

20,9%

Hard to tell

Please define

the priority 6% O k= 7
of media literacy Low priorit(y) : EEE Eig:gic?ity
for the university k==

management

34,3%
Medium priarity
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SeCtIOﬂ 1 1.1. University policies and approaches to media literacy

Based on the analysis of educational programs and interviews conducted, it can be assumed that
universities have no coherent vision of and systematic approach to introduction of media literacy
topics in the educational process.

However, universities mainly focus on several key areas:

teaching the fundamentals of media literacy to journalists;

teaching the fundamentals of media literacy to students of journalism programs (to a lesser extent);
cooperation with international partners in the field of media literacy (learning their experience, etc);
training for different social groups.

Understanding the concept of media literacy. In the context of teaching media literacy, represen-
tatives of universities consider developing critical thinking to be a basis. Other aspects may vary. For
example, universities pay special attention to developing digital literacy. Students are taught not only
to analyze information but also to use digital tools and OSINT methods to check facts, work with visual
materials and identify manipulations on social media (lvan Franko National University of Lviv, Poltava
V.G. Korolenko National Pedagogical University, National University “Odessa Law Academy”, Yuriy Fed-
kovych Chernivtsi National University, etc.). Some universities pay attention to emotional intelligence
and emotional resilience to information impacts.

There is an exception: programs where focusing on media literacy is at the core, like at the Mohyla
School of Journalism (NAUKMA), where, among other things, the analysis of information challenges, in
particular, the analysis of digital media content about destructive information influences, propaganda
and disinformation is a priority of curriculum.

Some universities (Kamianets-Podilskyi lvan Ohiienko National University) also view media literacy as
a means of bringing up of civic responsibility and democratic values contributing to the overall aware-
ness of democracy and media culture.

Specialization vs Integration.
/S Mandatory vs Elective

According to the analysis of educational programs in journalism and media communications, Ukrai-
nian higher education institutions offer prospective journalists to study both specialized disciplines
in the field of media literacy and countering disinformation, and subjects integrated into the topics
under consideration (for details see the abstracts below).

At the same time, it should be noted that most specialized courses are elective, not mandatory (this
also supports the analysis of educational programs and the online survey results). This does not guar-
antee that these disciplines will be studied by all students.

However, developing critical thinking is one of the journalist's key skills, and its components make a
basis for the mandatory courses of any program. This is about disciplines: Journalistic Ethics, Media
Law, Fundamentals of Mass Communication, Fundamentals of Journalism. It is the media literacy as a
basis of journalistic competence that is often viewed by default programs and integrated into courses
that develop professional skills. Respective modules and topics about journalism standards, work-
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SeCUOn 1 1.2. Special media literacy and countering disinformation disciplines

Specialized 28,9%
courses in Mandatory
media literacy

71,1%

Elective

ing with sources of information, tools for verification, detection of fakes make part of the disciplines:
Media Production, Journalism Skills, Writing News, Political Journalism, Online Journalism, Conflict
Journalism, etc.

Some HEls introduce media literacy and disinformation disciplines exclusively within the Journalism or
related programs, such as: Advertising and Public Relations, Advertising, Strategic Communications,
etc. This is because the guarantors of other educational (non-journalism) programs have their own vi-
sion of development of these programs, considering media literacy as unimportant for their specific
program. However, there are universities that offer specialized electives for non-specializing faculties.
These are the courses: Media Literacy and Information Hygiene, Infomedia Literacy, Media Studies,
Modern Information Warfare, etc. Generally, this means that there is no systematic approach to
teaching media literacy for non-specialized faculties, and the administrations and guarantors
of educational programs not understanding the importance of this subject is among reasons
behind this.

1 2 SPECIAL MEDIA LITERACY AND COUN-
n = TERING DISINFORMATION DISCIPLINES

//////// During the interview, the majority of respondents told they believe that media li-
teracy for journalism students is a basic skill that must be trained throughout their term at a hig-
her education institution. Therefore, special (dedicated) disciplines on media literacy and countering
disinformation only make sense as basic courses, or as electives.

Meanwhile, the analysis of programs and syllabi showed that special media literacy courses are pre-
sented both in the mandatory and elective parts of programs. And most of the specialized disciplines
on basic media literacy elements are lectured at the first level (Bachelor's degree). While the informa-
tion policy and security, information warfare, media critique, and media culture are more typical for the
Master's degree courses.

Special disciplines in journalism programs can be classified into several groups.
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SeCtIOﬂ 1 1.2. Special media literacy and countering disinformation disciplines

B Fundamentals of media education, media literacy, critical thinking.

The fundamentals of media literacy courses usually have similar variations of titles: Media Literacy and
Information Hygiene, Media Literacy, Media Studies, Media Literacy Workshop, Informedia Literacy,
Critical Thinking, etc. They focus on development of critical thinking, skills to distinguish facts from
opinions, to identify fakes, to counter manipulation and disinformation. Sometimes the courses de-
scribe the national and global contexts of media literacy. To a lesser extent, they study hate speech,
stereotypes, media ownership. These courses are mainly foreseen in the core disciplines.

B Fact-checking and information verification.

This group includes such disciplines as Fact-Checking and Verification, Fact-Checking of Information,
Fact-Checking in Modern Media, OSINT: Workshop, Data Journalism, etc. Almost all of them include
topics dedicated to making the evidence base for information verification. Several disciplines have
topics on image and video verification, fact-checking on social media. Several programs have specific
topics on checking political information, like Content Monitoring and Verification during Elections,
Manipulating Numbers and Sociology, Manipulations in ‘Quality’ Media and Influence of News-Makers,
‘Jeansa’, Political Technologies, etc. A small part of the disciplines presents the role of Ukrainian fact-
checking organizations and platforms as dedicated topics.

B Digital security and digital literacy.

These disciplines focus on general concepts of digital literacy in the media space, understanding of
main digital threats as well as on the personal cyber security of the journalist, in particular, this con-
cerns the protection of accounts, communication, devices. Names of such disciplines: Digital Security
and Communications, Digital Literacy, Digital Security in the Media Industry, etc.

B Introduction into Al use.

The journalism programs started having separate artificial intelligence courses. Topics within these
courses: understanding the principles of Al and Al application, using Al algorithms to select and clas-
sify news, Al in production and analysis of content, social media disinformation, audience perception of
journalistic content produced by Al, legal regulation of the Al use and ethical aspects. These are mod-
ern courses aimed at development of practical skills of Al use, for example, Ethics of Data and Artificial
Intelligence, Ethics of Artificial Intelligence in Journalism, Al in Journalism, Journalism and Artificial
Intelligence: Modern Challenges and Opportunities, Artificial Intelligence Technologies in the Media
Industry, etc.

B Disinformation and propaganda.

This group includes following disciplines: Disinformation, Propaganda and Strategic Communications,
Modern Propaganda: Theory and Practice of Ideologem Modeling, Strategies and Tactics of Influence
and Manipulation, Manipulative Technologies and Counteracting Them, etc. They have topics related
to propaganda as an information influence technology, modern technologies of media manipulation,
and manipulation recognition techniques. Most of the syllabi have a theoretical approach prevailing
that presents the history of propaganda and agitation, main signs of their negative influence.

B Information policy/security and information warfare.

This group includes such disciplines as Detection and Counteraction to Hybrid Threats, Information
Wars, Media Security, Television/Radio Broadcasting and Information Security of Ukraine, Strategic
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SeCtIOﬂ 1 1.3. Integrating media literacy and countering disinformation topics into
non-specialized courses.

Communications in the Information and Psychological War, Ukrainian Identity and Hybrid Wars, Com-
munication for the Protection of the Information Space of the Nation, Information Policy and Security,
Modern Armed Conflicts and Ways to Resolve Them, etc. They explore information warfare as a form of
influence that combines propaganda, manipulation, cyber threats, fakes, and psychological pressure
on an individual and society. Some courses are more focused on historical and theoretical analysis, oth-
ers focus on practical mechanisms to counter information influences and cyber security. All disciplines
contain introductory topics about the essence of information warfare, types of wars and impacts on
society, types of information and hybrid threats. All courses have topics related to fakes, manipula-
tions, disinformation, propaganda as elements of information or hybrid warfare. The role of social me-
dia when waging information wars is also covered in most disciplines.

Such special disciplines score from 3 to 5 ECTS credits, that is from 90 to 150 hours. For the most part,
the content of disciplines is up-to-date, although there are syllabi with too general topics.

COUNTERING DISINFORMATION TOPICS
INTO NON-SPECIALIZED COURSES.

1 INTEGRATING MEDIA LITERACY AND
|

//////// The analysis of the non-specialized courses syllabi showed a tendency to include cer-
tain media literacy components into the basic theoretical disciplines of journalism programs and into
those courses that develop professional skills of media people.

Usually, the following topics are integrated into non-specialized courses:

B Information and digital security. These topics make the basis of separate information policy and
security disciplines as well as are integrated into the courses in media law, mass communication,
countering hybrid threats. The focus of these topics is mainly on digital threats and information
warfare.

B Fact-checking and verification of information is a subject of a significant number of courses pre-
sented in the absolute majority of programs. This basic skill is developed not only by fact-checking
disciplines but also by courses in media production, news journalism, journalistic investigations.
This is usually about working with sources of information, interpretation of digital data, working
with experts. Less attention is paid to OSINT-research, modern online tools for information verifica-
tion, Al use.

B Technologies of manipulation, propaganda, information warfare and countering disinforma-
tion. These topics are presented mainly in theoretical courses that give a basic understanding of
the communication environment. The mass information, social communications, and communica-
tion technologies disciplines deliver a wide range of topics from historical context to recognition of
disinformation practices strategies. The psychological effects of propaganda and disinformation
are less popular, mainly within dedicated disciplines in media psychology. Sometimes, the content
of the syllabi reproduces the pre-war reality of the then most common manipulative technologies,
with an emphasis on the entertainment function of modern media, the yellow press phenomenon,
and Ukrainian media showization.
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SeCtIOﬂ 1 1.4. Cooperation with the media industry, public sector, international partnership

B The topics of cognitive biases, stereotypes, hate speech are the least integrated into journal-
ism disciplines. They are mentioned in the basic courses in media literacy, journalistic ethics. Non-
specialized disciplines cover these topics formally. The practice of studying these topics within elec-
tives in human rights in the media, sensitive journalism, etc. is useful in this context.

The scopes for learning the media literacy components vary greatly and depend on the content of the
educational component, the number of credits allocated and classroom hours. Most disciplines con-
sist of lectures and workshops. The media production and news journalism courses sometimes apply
exclusively workshop-based training.

Media literacy topics are more and more introduced into the courses of other (non-journalism) special-
ties, in particular sociology, psychology and the Ukrainian language. This approach allows students
to gain knowledge about media processes within their professional training.

The analysis of introduction of media literacy into the non-journalism courses showed that this direc-
tion is only beginning to develop. The most active media literacy integration has been recorded in
the pedagogical specialties, as there had been numerous trainings for teachers and professors. For
example, the interviewed professors mentioned the key role of the Academy of the Ukrainian Press
(AUP) and IREX (the project Learn to Discern: Infomedia Literacy).

Moreover, some media literacy elements are introduced into the courses of legal and economic spe-
cialties, where they are considered as an additional tool for critical thinking development. This shows a
gradual expansion of the application scope of media literacy in the university education and its impor-
tance for future specialists in various fields.

COOPERATION WITH THE MEDIA
1 INDUSTRY, PUBLIC SECTOR,
INTERNATIONAL PARTNERSHIP

//////// Universities establish cooperation with the media industry and the public sector.
Holding workshops with the participation of practitioners (all respondents mentioned such coopera-
tion with media people in general and with fact-checkers in particular) gives students access to the
state-of-the-art knowledge and contributes to the development of necessary professional skills.

There are international projects on various aspects of media literacy involving separate departments/
faculties/institutes as well as in a consortium with other universities. These are large-scale projects with
the support of Erasmus+, IREX, Interlink, AMO and others. As a result of such cooperation, the curricula
start having specific media literacy disciplines, developing and holding trainings for different popula-
tion groups, creating awareness materials, media content, educational games, etc.
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SeCtIOﬂ 1 1.5. Competencies and motivation/interest

1 5 COMPETENCIES AND MOTIVATION/
. = INTEREST

///// Competencies

The competencies in the syllabi of disciplines must correspond to the items in the higher education
standards for the Journalism specialty of the first (Bachelor's degree) and second (Master's degree)
levels of higher education. Thus, they are defined in a rather generic way, their list may not always cor-
respond to the content of the discipline. Given this, professors are somewhat limited in the choice
of these competencies and approach quite formally the inclusion of certain items into the
syllabus.

Some HEls have a quite smart practice to offer special competencies within the program. These often
include the ones relating to the media literacy components, to name a few: a skill to apply journalism
standards, ethical standards, fact checking and verification skills, an ability to understand the effects of
information technologies on the audience, etc.

A bit expanded competencies compared to those prescribed by the higher education standards are
offered in the syllabi of electives even though a significant part of such syllabi is still limited to the stan-
dards. For example, competencies are defined as:

an ability to distinguish between manipulative and non-manipulative content,
to fact check independent the received information,

to protect oneself and one's gadgets from digital threats,

an ability to overcome stereotypes,

to distinguish disinformation, fakes and be able to counteract them,

an ability to create quality content.

And, in a small part of the syllabi, certain competencies are introduced at the level of knowledge and
skills of a student, in addition to general and professional ones. In this way, it is the student's skills after
the course that are important. Thus, theoretical courses provide for a skill to apply knowledge about
information security, information warfare, main categories and technologies of propaganda, manipula-
tions in their professional activities, to understand the ethical and legal basis of work in the information
wars and digital threats, to understand the factors that affect public opinion.

Practice-oriented courses include skills to separate facts from opinions, to do fact-checking, to iden-
tify professional experts, to avoid and debunk stereotypes, to recognize manipulative technologies, to
transfer information in different formats efficiently, to use various communication channels; develop-
ment of skills for efficient use of new technologies in professional activities and, not that often so far,
the use of artificial intelligence at all stages of journalistic materials production and manipulative con-
tent recognition, etc.
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SeCUOn 1 1.5. Competencies and motivation/interest

///// Motivation

According to the findings of the online survey of professors, most students are highly interested in me-
dia literacy topics as well as highly motivated to study them.

During the interview, professors said that students were more and more interested in the practical
aspects of information analysis. Here are several key topics of constantly growing interest:

Artificial intelligence (Al) based tools. Students seek to understand how Al algorithms affect the
information space, what technologies are used to automate content creation, and how Al can con-
tribute to or, on the contrary, jeopardize the quality of media, which Al-based software can generate
information and visual content.

Photo and video fakes detecting technologies. Visual content plays a key role for modern media,
and, therefore, the skills in recognizing image manipulation and video become crucial. Students
want to learn to operate digital verification tools, including metadata analysis, reverse search, and
specialized media files verification platforms.

Verification of information. A skill to verify facts, analyze sources, and distinguish true information
from the false one takes on special significance. Students'’ interest in studying information verifica-
tion techniques is constantly growing, this shows their awareness of the importance of a critical
approach to content.

Using new technologies for content production. The topic of the impact of digital tools and au-
tomated systems on the media space is raising more and more gquestions. Students seek to under-
stand how technologies can be used to create content, analytics, and combat disinformation as well
as what their capabilities and limitations are.

Visual literacy. As the visual content (images, videos, infographics) is getting more and more popu-
lar, it is important to be able to analyze it and identify manipulations. Students show interest in
methods of visual material interpreting and fake recognition, which is especially relevant with the
development of deepfakes and graphic manipulations.

The interest in detecting facts, attitudes and opinions on the basis of text materials is getting lower. The
respondents underline that this is due to the general trend in the visual increase and the text compo-
nent reduction.

Still, all respondents stressed that the interest of students depends not so much on the material but on
the ways and methods it is presented.
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SeCUOn 1 1.6. Teaching and assessment methods

1 6 TEACHING AND
n s ASSESSMENT METHODS
y///74 Teaching methods

As the online survey of university professors has shown (they were offered to choose up to three meth-
ods), when teaching media literacy topics, they often use:

Case Lectures Producing Brainstorming Games
analysis method projects

98,5% 53,7% 52,2% 38,8% 35,8%

In the syllabi, the teaching methods are usually defined in a formal way and are not relevant to either
training objectives or competencies. Professors usually indicate the type of classes (lectures, work-
shops), less often specify methods (group work, producing projects, case analysis, analysis of media
materials, social media algorithms, brainstorming, gamification and business games, working with
online boards and platforms, developing their own trainings, etc.). These methods are mostly identical
in the syllabi of all disciplines within a HEI.

This may indicate a lack of a systematic approach to the teaching methods in media literacy at the
university level. The choice of tools usually depends on the vision and competencies of the professor.

///// Assessment of knowledge

According to the online survey results, professors offer students to produce their own projects most
often (61.8%), tests are in second place (13.2%), essays/other written works are in third place (5.9%). Oral
tests or exams are very rare in the answers of the respondents.

During the interview, the professors mentioned that the assessment methods vary from conventional
to interactive and alternative approaches. Speaking of the conventional ones, testing is widely used:;
this involves written or online tasks to test knowledge. Only one respondent mentioned conventional
exam question papers as a form of final assessment where a student has to give oral or written answers
to questions.

Interactive methods are becoming increasingly popular as they are focused on the development of
practical skills and include project-oriented learning, this way students work on real cases and under-
stand more deeply the practical value of gained knowledge. Such methods also include group projects
and presentations that contribute to the development of teamwork skKills, as well as problem-oriented
training that involves analyzing real situations and using gained knowledge in practice. The respon-
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dents said that the problem-oriented methods of teaching are better adaptable to the classroom
teaching, and since some students learn remotely, it is the project-oriented methods that have better
adaptability to the learning process. In addition, it is common to use alternative methods, including
portfolios where students collect their works on a term basis, this allows to evaluate their progress and
professional development.

Usually, a 100-point scale is used for assessment, it covers both theoretical training and practical ac-
tivities, projects and active participation in the learning process. Teachers said that they can adapt as-
sessment methods depending on the specifics of a discipline, this ensures the flexibility of the learning
process and addressing individual needs of students.

As for the level of knowledge of students, most professors assess it quite high, there prevail 7-8 grades

of a10-grade scale. A little less answers mention 6 and 9 grades, and very few assess the knowledge of
students at 3-5 grades.

1 n 7- RESOURCES AND TOOLS

/////  Access of professors to foreign resources

The interviewed professors said that universities have access to international resources and sciento-
metric databases. This was made possible when the access was open after the 2022 war outbreak.
Although there is corporate access to such resources, professors and students face another prob-
lem — poor knowledge of foreign languages, thus, they are not able to make full use of available oppor-
tunities. Responding to online questionnaires, 47.8% of professors said that they use English-language
literature in the learning process, another 43.3% do it in part. While 9% do not use English-language
literature at all.

////7  Online learning tools

As about online learning tools, the respondents say that universities provide access to basic platforms
like Moodle, GoogleClassroom or have their own electronic environments used to create and fill the
online courses as well as for electronic reporting (e-logs, projects, etc.). Paid versions of Zoom and
GoogleMeet are used for remote classes. As about most other tools, professors use their free versions,
demos or pay for the necessary subscriptions at their own expense.

University administrations encourage professors to participate in grant programs supporting the pur-
chase of equipment, particularly for television studios and other learning needs. With a wide range of
online tools available, professors do not feel any crucial need in additional paid resources. However,
equipment and supplies remain to be a pressing problem, since the software and equipment require
regular updates for efficient learning process.
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Do you use English-

language literature 43,3%

andg otfer media Partiallg ?7,8%
es

literacy resources
in the learning
process?

8,9%
No

///// Literature recommended to students

Processing educational materials and literature is an important part of the learning process. The analy-
sis of the syllabi demonstrated that the literature indicated there reflects the content of the disciplines
inanirregular way. Certain authors recommend a rather brief list of references made of basic textbooks
and manuals that had already become the classics of journalismm and do not represent modern trends
in the industry. Others make a quite extensive list of sources including their own methodological piec-
es, publications in scientific magazines, on media organizations platforms, online courses, etc. These
sources are more relevant to the topics declared within the disciplines.

However, irregular updating of references, in particular, no relevant sources of recent years is a
common trend.

Recommended reading lists have no Russian publications, Russian-language sources, some syllabi
suggest a lot of English-language literature instead. However, by no means all suggest using English-
language books. A significant part of the syllabi does not contain this kind of literature or suggests
outdated sources.

As about the courses with certain media literacy components integrated, the literature does not always
correlate with these topics.

Some syllabi do not have recommended literature at all. A large part of the syllabi recommends us-
ing a variety of online resources like: a media education platform on the Academy of Ukrainian Press'
website, the national media literacy project Filter, a series of courses on the Prometheus platform, a
VeryVerified course, online portal Detector Media and MediaSapiens, StopFake portal, YouTube chan-
nel "Ne vir — perevir” (original name in Ukrainian: «He Bip — nepeBip», literal translation: “Do Not Believe
— Check") and "Kachka-dezinformachka” (original name in Ukrainian: «Kauka-ge3iHdopmadkay, literal
translation: “Disinforming Duck”), websites of the Ukrainian Media and Communication Institute, the
Institute of Mass Information, the Commission on Journalistic Ethics.

At the same time, almost a half of the professors (44.8%) involved in the online survey say that they
do not have enough of teaching materials and literature in Ukrainian language, and about the same
number of respondents (43.3%) believe that it is partially enough. Only a small part (7.5%) said that
Ukrainian-language literature is not enough.
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1 . 8 = TRAINING OF PROFESSORS

//////// Most professors recognize that they need additional training to effectively present
the media literacy and countering disinformation topics.

5,9%
Hard to estimate
7,4%
Do you need Don't need
addltlonél training 229,
to effectively present Need badly

the media literacy
and countering
disinformation
topics?

64,7%
Need partially

Speaking about specialized knowledge that the professors would need, these are primarily (in de-
scending order):

B Al operation principles,
m Dataliteracy,
B Recognizing deepfakes.

Digital literacy, fact-checking, verification, principles of propaganda and disinformation were much
less commmon in responses.

Professional development of professors is a mandatory requirement of the Ministry of Education and
Science of Ukraine, it prescribes that each professor shall have a 180-hour training every five years.
The respondents said that the university administrations actively support professors in this. For ex-
ample, educational institutions organize internal advanced training courses and certificate programs
developed by the professors themselves and free for the university professors. In addition, the ad-
ministration encourages the research and teaching staff to participate in grant programs, interna-
tional courses and competitions that contribute to the professional development and improvement
of pedagogical competence.

A course for professors offered by the Ivan Franko National University of Lviv is an example of an ad-
vanced training initiative. Media literacy and countering disinformation was one of this course's key
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modules, this underlines the pressing need for developing critical thinking and information process-
ing skills in today's educational process. Such initiatives contribute to the advancement of profes-
sional competencies of professors and improve the quality of teaching of the disciplines in question.
All respondents confirmed that their universities had launched similar courses.

The respondents mentioned the active training efforts of various media literacy and countering dis-
information organizations, in particular, the Academy of Ukrainian Press, Notaenota (original name
in Ukrainian: “HoTta€HoTa"), Detector Media, the Institute of Mass Information, the Ukrainian Media
and Communication Institute as well as IREX (the project Learn to Discern: Informedia Literacy). Ad-
ditionally, they stressed out that with the digital technologies development, there is a growing need
to improve digital tools operation skills, in particular OSINT-methods and specialized software. It is the
advanced training courses aimed at mastering the latest digital technologies that would become the
most relevant and useful for professors.

1 n 9 = CHALLENGES AND OBSTACLES

//////// One of the main challenges faced by the universities today is the rapid dynamics
of the media environment, it requires constant updating of programs and materials taking into
account the developing technologies, the growing influence of social media and the emergence of
new forms of manipulations, fakes and propaganda. The lack of a systematic approach and a unified
methodology for teaching media literacy brings the disconnection of knowledge and disparate ap-
proaches in different educational institutions.

An additional complication is inadequate training of professors: many of them do not have rel-
evant specialized education, this affects the quality of teaching and the efficiency of countering dis-
information.

There is also a significant problem with limited resources: lack of funding makes it difficult to have
access to modern technologies, learning materials and software necessary for the implementation of
high-quality programs. However, it isimportant to point out that the media literacy integration practi-
cally does not face any bureaucratic obstacles on the part of the university administrations.

The socio-political context, i.e, the war and political turbulence, affects the learning process organi-
zation changing the curricula and limiting the internship and professional development opportuni-
ties for professors.

Moreover, there is a problem of pseudo-expertise: those who have attended one or few trainings
may believe they are experts and start teaching without sufficient knowledge and qualifications.
This creates a risk of spreading superficial or even false ideas about media literacy and countering
disinformation.
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1-10- PROSPECTS AND PLANS

//////// The respondents of online survey believe that efficient media literacy integration into
programs may benefit from (in descending order):

inclusion of media literacy in the educational strategy of the university;
establishing partnership with fact-checking initiatives;

innovative teaching methods (e.g., gamification);

increased access to new technologies;

professional development of professors;

development of media literacy standards;

practical approach to learning.

During the interviews, the university representatives gave details about their vision of the media lit-
eracy development/integration in the educational process. In particular, they said that the journalism
faculties and departments are working to expand the list of disciplines and specialties that would
include the topics on media literacy and countering disinformation. This is also the case for the non-
journalism specialties: their curricula will have these disciplines integrated in the form of content mod-
ules. It is planned to pay particular attention to the influences of artificial intelligence on media space
and the recognition of digital technologies related manipulations.

An important component of development is the improvement of teaching qualifications. Quality
teaching requires regular courses and internships, thus, the professors will have a chance to work
more efficiently with new teaching methods, modern digital tools and methods of combating disin-
formation.

Moreover, the integration of modern technologies into the educational process is another important
task. Using new digital tools to teach and assess knowledge will make learning more efficient and in-
teractive. This will contribute to more active involvement of students and development of their skills of
information processing in the digital environment.

Introduction of a unified national program addressing all levels of education (from preschool to
higher ones) will contribute to the comprehensive development of critical thinking and information

resilience in people.

V//4
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SECTION 2 ?) ‘B
CASE STUDY OF MEDIA
LITERACY AND COUNTERING

DISINFORMATION
COMPONENTS INTEGRATION
AT US AND CANADA
UNIVERSITIES

//////// Learning media literacy in foreign higher education establishments is rather diverse.
Universities offer dedicated media literacy courses both for their students and for the wider public;
both as optional courses and within a set of core educational elements for journalism students. Some
universities have even developed dedicated bachelor’'s degree programs, minor programs and special-
izations in media literacy.

This research aims to cover all these cases of media literacy incorporation into the educational process
at foreign universities, thus, an overview of such educational initiatives at colleges and universities
of North America (the United States of America and Canada) is presented here. We have monitored
educational catalogs of top journalism schools (according to national rankings by U.S. News and World
Report Ranking and Times Higher Education) in different categories in terms of academic degrees,
quantity of students, the importance and status of a school: national or regional, public or private, etc,,
as well as of those universities that offer media literacy as a separate major or minor program, certifi-
cate program or within courses for general public.

2 u 1 = UNITED STATES OF AMERICA

//////// In the spring of 2024, Inside Higher Ed, an American professional publication, labeled
the introduction of digital media literacy (along with basic computer literacy) into the list of manda-
tory skills of a higher education institution graduate to be the trend of higher education in the United
States. Journalists interviewed several university vice-rectors who had introduced such curricula re-
quirements, and made a conclusion that although the competence is called “digital media literacy”,
it actually involves mastering the principles of a broader phenomenon — media literacy — with a focus
on understanding the accuracy of online sources, misinformation, distinguishing facts from opinions,
ethical use of artificial intelligence, advertising, etc. For example, Lynn Hogan, a former Vice-Rector of
the Florida State University, lists the most common pros for this decision: the need for skills to distin-
guish between misinformation and accurate information, which sources are reliable, and to develop
critical thinking in students. Mark R. Hagerott, a Vice-Rector of the North Dakota University, explain-
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ing the novelty, points out that "This is for all the students, all the majors and it's going to be a
challenge of what it means to be human when you share a planet with intelligent machines.”
(quotation from: Coffey, 2024).

American universities, with full autonomy in establishing educational curricula, programs, and special-
izations, organize teaching media literacy taking into account their own unique capacities and teach-
ing capabilities. Such decentralization and informal approach in the US higher education, according to
some scientists, leads to the lack of a strategic approach and the slow introduction of media literacy in
the university curriculum (Cubbage, 2018, p. 2).

Undergraduate programs in the United States typically have 120 credits, that are equivalent to 240
credits of the European Credit Transfer and Accumulation System (ECTS), i.e. 1 American credit equals
20 ECTS credits (Atack, 2024). If a student wishes to master a minor program in addition to the major
undergraduate program, most American higher education institutions give the degree seekers such
an opportunity through subscription to individual mini-programs at other departments and faculties
(for the most part, such programs range from 15 to 30 American credits, depending on requirements of
a certain HEIl). At the level of graduate, Master'’s, and Ph.D. programs, there is no such thing as a minor
program, but it is possible to obtain a specialization or specialization pathway. Credit requirements for
such specializations, again, are set by a university itself within its own autonomy.

///// Bachelor's Degree Programs in Media Literacy
(major programs)

The Walter Cronkite School of Journalism and Mass Communication at Arizona State University is a
pioneer: in addition to traditional journalism and media programs, the Digital Media Literacy (BA) had
been introduced here for the first time in 2021. A renowned journalist and media expert Dan Gillmor,
one of the program’s leaders, says that the management of the Cronkite School of Journalism consid-
ers media literacy a priority because “a healthy society depends on it” (Gillmor, 2021). The curriculum
is based on general media disciplines: writing workshops, courses in mathematics and programming,
mass communication, ethics, political science, history and sociology, and the required courses include:

B Digital Media Literacy (a two-level course, 6 credits in total): covers the information ecosystem, the
security of digital information consumption, literacy in algorithms, distinguishing between facts
and opinions; students learn the tools and techniques of media creation, and how media are used
to persuade, the ethical and legal issues in creating media.

B Misinformation and Society (3 credits): covers the mis- and disinformation that was intentionally
created to cause harm, tools, techniques and tactics of propaganda, media manipulations, their
sociological and psychological foundations.

B Digital Media and Freedom of Expression in the 21st Century (3 credits): covers the extraordinary
nature of media in the 21st century, their evolution, the role of the Internet, a radically centralized
network of networks that is rapidly re-centralizing, how the Internet jeopardizes freedom of expres-
sion through online harassment, bullying, self-censorship, etc.

B Media Research Methods (3 credits): surveys data research methods in journalism to investigate
topical matters in the field.
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B Electives, to name a few: The Digital Audience; Social Media Foundations; Media Entrepreneurship:
Exploring the Business of Journalism; Race, Gender, and Media; Visual Cormnmunication; Podcasting;
International mass Communication, etc.

It is to be noted that our search has not revealed any similar educational programs that would offer a
full-fledged BA in media literacy, except for the one introduced by the Arizona State University, so the
case described is the exception rather than the rule. However, earning a media literacy minor at the
undergraduate level is a more common phenomenon covering a much wider geography of Ameri-
can universities.

/777 Bachelor Minor Programs or Master/PhD
Specializations in Media Literacy.

In addition to the BA program above, the Arizona State University offers non-media students an op-
portunity to obtain a minor in digital media literacy. It is about completing 15-credit courses, and the
program focus as determined by the university is: “The minor program in digital media literacy pre-
pares students to be at the forefront of strategic and ethical issues related to digital media, includ-
ing mis- and disinformation, automation, verification, security and privacy. Students explore how
media is created, consumed and researched, and how better information creates better communi-
ties. Graduates of the program are able to use advanced tools and tactics to analyze media; verify
and interpret information, exercise their freedom of expression, and use content to improve their
own lives and society.”

The University of lowa School of Journalism and Mass Communication offers a similar minor, but
somewhat with a different focus: Minor in News and Media Literacy with min 15 credits (5 courses). And
the University states that this minor does not prepare students for work in media, a student cannot
earn both the news and media literacy minor and the journalismn and mass communication major, they
have to choose only one of the options. The five required courses of this minor include the introduc-
tions to media effects, media and culture, journalism and strategic commmunication, social media, and
freedom of expression/media ethics.

The San Francisco State University, offering the Media Literacy Minor (15 credits), points out that it
“prepares critical citizens for a world in which people are inundated by media messages, [...] will
help students understand the impact of media technology, how media is created, why it is created,
who creates the messages, and the impact of those messages on the individual and society as a
whole.” It is worth mentioning that this program includes only three core courses, 3 credits each: Life
on TV: A Critical View, Media Literacy, and Media and Society (plus two electives), but the definition of
program learning outcomes (PLO) of this minor is quite broad and covers the main PLOs of a strong
media and journalism curriculum:

B Recognize the impact of technologies on media communication.
B Deconstruct messages for their meaning, purpose, accuracy and intent.

2 Digital Media Literacy, Minor. Arizona State University. URL: https://shorturl.at/fJyZQ.
¢ Minor in Media Literacy. San Francisco State University. URL: https:/shorturl.at/fYapé.
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Analyze the ways media constructs a social reality and the effects on its audiences.

Identify how messages are created for social, political, economic, historic, and aesthetic purposes.
Apply media theory to the interpretation of messages by diverse audiences.

Be conversant in the aesthetic and symbolic language of media.

It is worth noting that the minor programs in media literacy are not always offered at media and jour-
nalism faculties or schools but may be delivered by departments of computer science, pedagogy or
even psychology. For example, Ithaca College, New York State, offers an interdisciplinary minor of 18
credits with a coordinator at the Department of Psychology and requires students to do an intern-
ship and create a multi-media portfolio that will demonstrate students' practical cases applying the
principles of media literacy. Whereas at the University of California, Los Angeles, a 20-credit minor in
information and media literacy was developed by the School of Education and Information Studies, its
core courses focus on the analysis of the Internet as an information environment, its impact on society,
authorities, culture.

The Southern Connecticut State University has got a Media Literacy and Studies Pathway for under-
graduate students of Communication, Media, and Screen Studies program. It develops a deep under-
standing of media analysis, critique, research, education, advocacy and activism.

The University of Florida offers its pedagogy graduate and postgraduate students the specialization
in Media Literacy Education. Three core courses are: Teaching Multiliteracies®, Media Literacy and the
Internet, Teaching Digital Storytelling. These courses are to ensure that the student has acquired com-
petencies in teaching media literacy at various educational levels using digital technologies. During an
eight-week semester (12 credits), students have to develop their own educational resource for adults,
adolescents or children, or write an academic work on a chosen topic in media literacy.

////7  Media Literacy Components in Educational Programs
in Journalism, Media and Mass Communications.

Speaking of the journalism education, media literacy courses have also become a component of its
curriculum but each HEI has its own parameters. The schools of journalism and mass communication
of American universities offer students a huge range of educational programs of all levels and direc-
tions (Bachelor's, Master’s, PhD and certificate programs, etc.): from conventional journalism, advertis-
ing, public relations, or communications to narrower media focuses (sports or investigative journalism,
digital media, strategic narratives and commmunications, film-making and production, augmented real-
ity media, etc.).

Schools offer media students core and elective courses dedicated to various aspects of media literacy,
but our study found that such educational components constitute just a fraction of curricula and ad-
dress more the digital literacy: dealing with information on social media, on various digital platforms,
creating media products for digital audiences, etc. Some educational institutions introduce media

4 Multiliteracy is a broad concept of literacy that involves the ability to use a variety of forms of communication and literacy in dif-
ferent contexts: traditional (reading and writing), digital (using technology and digital media), visual (interpreting images) and non-
verbal (sign language, etc.). See e.g. Castro, M. & Gottlieb, M., 2021.
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literacy topics into philosophy, politics or sociology courses (core courses), or introduce special courses
on media literacy in a block of professional disciplines, such as Media and Society, Media Psychology,
International Media and Organizations, Media and Culture.

As for the journalism schools that declare themselves top-tier and focus on the hands-on approach,
that is, they set up conditions for students as close as possible to operation in newsrooms (often in
cooperation with top US media: ABC, NBC, MSNBC, National Public Radio, etc.), they do not mention
in their curricula any elements of media literacy either in major or in minor programs but focus 100%
on journalism. This is, for example, the Columbia University in the City of New York (Columbia Jour-
nalism School) and the University of Missouri (Missouri School of Journalism — Mizzou). These schools
of journalism have various research centers and publications addressing media literacy at the level of
scientific research and cooperation with the professional environment. For example, the Columbia Uni-
versity publishes a magazine for professional journalists Columbia Journalism Review and co-organizes
many projects and activities, in particular, to counter Russian propaganda, mis- and disinformation,
security of journalist operation, etc.

But other universities are actively incorporating media literacy into their educational process and pro-
mote such disciplines in their catalogs. For example, the Media School at Indiana University, Bloom-
ington, among the core courses of the first-year journalism curriculum, has the Misinformation and
Media Literacy course (3 credits). The authors say that this discipline gives knowledge about “disin-
formation, fake news, social bots, echo chambers, astroturfs, troll factories, conspiracy theories, and
coordinated inauthentic influence campaigns ... Helps students gain knowledge and skills in build-
ing media and information literacy as well as algorithmic countermeasures against social media
abuse and manipulation.”™ In addition, undergraduate students studying media (BA in Media) focus-
ing on interactive and digital media may choose to study the Social Media Cultures about critical and
analytical understanding of social media, constructing identities, and how misinformation affects the
formation in the audiences of online consumption experience.

The University of Florida College of Journalism and Communications also offers disciplines with a
focus on media literacy on social media among the core courses within journalism and media pro-
grams. Thus, the Social Media in Journalism” course of the third-year syllabus says that students,
among other things, discuss ethical issues and best practices of working with online audiences, how
to overcome the crisis of communications, trolls and misinformation. And the Media, Cultures and
Identity®, a mandatory discipline for sophomores, aims to give students an idea of the role of media in
society in the context of political, cultural and social issues, focusing on development of critical think-
ing and analytical skills of future media professionals. The fourth-year syllabus offers journalists the
Al, Social Media, and Democracy? that reviews how artificial intelligence is used in journalism and
social media on the one hand as a threat (to create fake news, mis-/disinformation), and on the other
hand as a cutting-edge technical tool for more socially responsible, ethical, truthful, fair and inclusive
informing and engagement of audiences.

The School of Journalism at the University of Texas at Austin also offers a range of electives focusing

°  Acommon manipulative technique where identical comments are spread online about a certain topic, or a news story generalizes
the opinion of a large group of people (Detector Media, 2024).

®  https://academics.iu.edu/courses/bloomington/msch-c-110-misinformation-and-media-literacy.html

7 https://www.jou.ufl.edu/assets/syllabi/202408/J0U3366C-Social-Media-in-Jou-Stevens-F24.pdf

8 hhttps:/www.jou.ufl.edu/assets/syllabi/202401/MMC2604-Media-Cultures-and-ldentity-Wagner-Spring-24.pdf

°  https://www.jou.ufl.edu/assets/syllabi/202401/J0U4930-AlI-SOCIAL-MEDIA-DEMOCRACY-Nah-Spring-24.pdf
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on media literacy: News Literacy and the Digital Age, News Media and Politics, Social Media, Pro-
paganda, and Elections, Technology and Culture, Living in the Information Age, Online Incivility, etc.
While the Philip Merrill College of Journalism at the University of Maryland, College Park does not
require to study media literacy courses within the profession core courses, their general education
catalog offers students to elect narrowly focused courses in education, information sciences, history,
culture that relate directly to media literacy. For example, these are courses on the history of Soviet
propaganda and cinema, choosing sources of information, countering disinformation and the fake
news phenomenon, cyber security, political censorship and democracy, analytical and fact-checking
techniques, etc. This university also allows students to earn the Science, Technology, Ethics and Policy
Minor at the College of Information.

S/ Media Literacy Certificate Programs.
Summer Schools. Outreach Programs

Undergraduate certificate or post degree certificate programs is another type of additional higher
education in the United States. They do not allow earning a bachelor's or master’'s degree but they
allow taking field-specific courses (three to five on average, up to 18-20 credits for undergraduate or
9-12 credits for postgraduate course) and obtain a certificate (Sharp Emerson, 2023). This school op-
tion is popular among people who have initial or average professional experience, want to boost their
career but do not want to subscribe to a full-time higher education program. The US universities offer
a number of such certificate programs with focus mainly on digital media literacy. It should be noted
that they have been mostly developed by departments or schools of communication and journalism.
However, pedagogy professors focusing on professional development of teachers of secondary schools
(grade 12 (K-12) schools in the United States, that is, from kindergarten through grade 12) are often the
authors of such programs.

For example, at the Southern lllinois University Edwardsville to obtain a post-baccalaureate certifi-
cate in digital media literacy, one must complete the two core courses (Cultural Studies in Media, and
Propaganda in the Digital Age) and one of elective courses (Media Law and Policy, Media Ethics, Iden-
tity and Emerging Media, or Media and Health). The program is designed for education professionals,
librarians and media professionals and intends to give students an opportunity to master skills of digi-
tal media technologies use, distinguishing between misinformation, facts and opinions, deconstruct-
ing media presentations, reflecting on media consumption, media law, creating digital content and
assessment of the impact of media on society.

The Media Literacy Certificate, an undergraduate program for students at the University of Mas-
sachusetts Amherst requires to complete five courses (20 credits maximum). Three core courses
(Introduction to Media and Culture, Media and Education, Media Literacy) and two electives (from the
list: Sports, Culture and Advertising, Media, PR and Propaganda, Consumer Culture, Youth, Democ-
racy and the Entertainment Industries, Gender, Sex and Representation, etc.). A similar undergradu-
ate certificate program is offered by the Westminster University, Utah for 13-16 credits with two core
courses Disinformation in the USA and Media and Society and a range of electives on podcasting,
television, video game culture, film-making, gender in media, web design, video and audio produc-
tion, etc.

Summer programs and schools on media literacy are also popular. American universities usually of-
fer this kind of educational services to applicants as a pre-college training option. For example, the
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University of Southern California has a summer program Media Literacy in the Age of Misinformation
that covers, among other things, digital media literacy, visual journalism, digital photography, news
and documentary, video production and audio storytelling. A similar summer program at the Syra-
cuse University includes a course on media literacy, pop culture and democracy.

Public online courses created by media/journalism professors, sociologists, political scientists, profes-
sional fact-checkers/journalists for the general audience (usually shared on the universities’ platforms
through separate university projects aimed at attracting the public, the so-called “outreach programs”,
open education programs for all interested). Such courses are often offered through platforms of open
online courses like the Ukrainian Prometheus or the American Coursera. For example, the University
of Michigan offers an online course Disinformation, Misinformation, and Fake News within its Teach-
Out project. On the Coursera platform, the University of Hong Kong offers a News Literacy for Digital
Citizens course, and the University of Pennsylvania, in cooperation with the US Department of State,
offers an English for Media Literacy course.

2 n 2 = CANADA

//////// The Canada’s university education system combines features of the US and British
systems but is still closer to the American one in terms of structure and philosophy. Like in the United
States, undergraduate programs usually require 120 credits, being 4 academic years. Like the United
States, Canada does not have a common executive authority in charge of education at the federal
level (there is no ministry of education), but these functions are fully vested in the provincial education
departments, that develop strategic plans, control the quality of educational services, etc. However,
differences in the US and Canadian higher education systems are visible, among other things, in ap-
proaches to teaching media literacy.

As for the required digital media literacy competencies, for example, the government of British Colum-
bia has developed a digital learning strategy'® that provides for respective courses at the level of col-
leges (post-secondary level). However, if in the US higher education institutions digital literacy is mostly
identified with the broader concept of media literacy, the distinction between these competencies
is clearer in Canada. The catalogs of Canadian universities suggest following terms to refer to media
literacy: critical media literacy or critical thinking and media literacy. Digital media literacy is seen as a
set of computer skills in a broad sense, online impact and digital fraud protection skills, proficiency in
basic software in learning and at work, etc.

0 Digital Learning Strategy. (April 18, 2023). Government of British Columbia. https://www?2.gov.bc.ca/gov/content/education-train-
ing/post-secondary-education/institution-resources-administration/digital-learning-strategy
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///// Introduction of media literacy into journalism
and media university programs

The University of Toronto is a leading Canadian school with two journalism programs: the Specialist
(Joint) Program in Journalism and the Major Program in Media, Journalism and Digital Cultures —Jour-
nalism Stream. The first one is for the students who want to study journalism in parallel with another
discipline, and the second one is for those who plan to focus on journalism and digital media only. Both
programs have media literacy academic disciplines. For example, an opening course Introduction to
Journalism and News Literacy, required courses Journalism in the Age of Digital Media; Mobile Journal-
ism: Social Media and Mobile Storytelling; Journalism, Information Sharing and Technological Change,
and Surveillance, Censorship and Freedom of Press. Moreover, media literacy is incorporated not only
into the journalism curricula. For example, the Departments of Psychology, Pedagogy and Education
for adults of the University of Toronto offer an elective course Education and Critical Media Literacy.

The University of British Columbia has the Bachelor's and Master's degree programs in Journalism.
The educational catalog contains, for example, the disciplines this or that way related to media literacy:
Journalism Here and Now (3 credits, Bachelor: overview of technologies and trends in the profession
of a journalist, their critical analysis, creating journalistic materials), Decoding of Social Media (3 credits,
Bachelor: on the political, social, ethical and legal effects of social media on media organizations, jour-
nalists and citizens), Newsroom Practices and Standards and Integrated Journalism (3 credits each,
Master: cross-platform review of media practices and standards with an emphasis on digital media lit-
eracy). Several elective courses addressing modern topics and issues in journalism and writing (courses
how to work with marginalized groups, media ethics and leadership, international topics, etc.). The sit-
uation with journalism disciplines is similar at the Concordia University, located in Montreal, Quebec,
the French-speaking province. The HEI offers courses: Principles of Journalistic Thought and Practice;
Contemporary News Media; Gender, Diversity and Journalism; Citizen Journalism.

The faculties of media and journalism of other Canadian universities also have similar disciplines in
their catalogs both for their majors and minors. For example, the University of Alberta, among main
components of the curriculum of the interdisciplinary bachelor program in media studies, has the
course Contemporary Media Culture, and the Trent University, within a similar program, has Media
and Society, New Media Literacy, Digital Culture, Cyberetics, Issues in Global Media, War and Media,
Media of Politics, Language and Media, and so on. A similar set of academic disciplines can be seen
on Bachelor's programs in Communications and Media Studies at the Carleton University and the
University of Calgary. They, in their turn, have courses: Big Data and Society; Communication as Pro-
paganda; Language and Communication; Communication, Culture and Identity; Communication,
Technology and Culture; Media and Conflict; Media and Democracy; Social Contexts of Technology, etc.

The University of Ottawa offers the following academic components as part of the Digital Journalism
Bachelor's degree program: Communication in the Information Age; Social Uses of New Media; Sociol-
ogy of Journalism: From Production to Reception. The Master’'s degree program in Communication at
this university has specific electives: Political Uses of Media; New Directions in Journalism; Contempo-
rary Communication Issues; Construction of Social Reality by the Media; Communication, Globalization
and Change.

The Western University has somewhat different curricula, as it offers media programs developed not
by the departments of communications or journalism but by the Faculty of Information and Media
Studies. It has undergraduate programs in Media, Information and Technoculture, and Media and
Public Interest, as well as a graduate program in Journalism and Communication. The undergradu-
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ate curriculum is organized in a way that the cultural, media and technology-oriented courses make
a backbone of the programs (required professional disciplines about principles and standards, media
production technologies, ethics, law, etc.), and the graduate curriculum is focused on development
of applied journalistic competencies. However, the programs of both academic levels contain media
literacy courses. For example, the graduate level includes: Doing Democracy Right or Doing Right by
Democracy? Ethics, Critical Theory and the Public Right to Know; Misinformation and Viral Lies; De-
colonization and Collective Healing.

Elective disciplines at the undergraduate level include, among other things: Navigating our Media
Landscape: #mediaculture (introduction to media culture); Killer Culture, and War for War (courses on
journalism and media during the war); Media and Mental Health; Propaganda in Print and Visual Cul-
ture; Communication Through Meme; Comics Culture; Cyberlife: Communication in the Digital Age;
and Digital Proximity (courses on the interaction of people and machines in the world of Al, varieties
of technoculture, robotization of media platforms). The university also offers a range of special courses,
including mediation, militarization and conflict; ethics and Al; storytelling about marginalized commu-
nities; fake news and objective reporting; media and human rights; genocide, violence of government
and media; media activism; colonialism and social ecology; media and memory studies, etc.

///// Certificate programs, postgraduate courses,
summer schools

Certificate programs in Canada, unlike the US ones, are not an additional but an independent type of
entry-level higher education. They usually last from one to two semesters and do not result in a diplo-
ma/degree but just in an associate certificate being the lowest level in the undergraduate education
system in Canada. Instead, to earn an associate degree, one must study for at least two years at the
college or university level (60 credits), and for the undergraduate degree it has to be at least four years.

The University of Manitoba offers Media Literacy, Critical Thinking and Investigative Journalism, a
6-week (36 contact hours) program within postgraduate/life-long learning (Extended Education) pro-
gram. The program has three required courses: Media Literacy and Critical Thinking (skills to distin-
guish reliable sources of information, propaganda and disinformation, to assess the validity of news
and information from social media, to tell between fakes and true messages); Understanding Pub-
lic Records (an introduction mastering the skills of information search in open registers: from land
ownership to details of enterprises and organizations or individuals); Advanced Investigative Journal-
ism Techniques (specialized information search methods beyond the basic Google search, database
search, their analysis, writing an information request, processing meta data, recovery of deleted data
on social media, techniques of interviewing and verification of information).

The University of the Fraser Valley has a one-semester (3 courses, 9 credits) certificate program in
media literacy, it may be credited further to the following undergraduate course in Media and Com-
munications or for teaching media literacy in primary and secondary education or education for adults.
The authors claim that “media literacy is an essential skill for employment and citizenship in Cana-
da". The program aims to master basic knowledge about the structure and influence of mass media

" Media Literacy associate certificate. University of the Fraser Valley. https:/www.ufv.ca/scms/programs/media-literacy-associate-
certificate/

umci.ngo@gmail.com 31 www.facebook.com/umci.ngo


https://www.ufv.ca/scms/programs/media-literacy-associate-certificate/
https://www.ufv.ca/scms/programs/media-literacy-associate-certificate/

SeCUOD 2 2.3. Media literacy research centers, laboratories, professional organizations
in the United States and Canada

on Canadian society. Program outline: Introduction to Digital Media and Communications; Popular
Music and Society; Advertising as Social Communication; Media and Popular Cultures; Media, Money,
and Power.

The St. Thomas University offers students a Certificate of Digital and Media Literacy combined with
experiential learning, the process of learning by doing: learning in the "real world" through workshops
with representatives of the job market, completion of a micro-projects or internship. Various aspects of
media literacy are presented by representatives of departments of anthropology, public policy, philol-
ogy, history, journalism, psychology and sociology. This holistic approach enables students to study a
wide range of topics: disinformation, cryptocurrencies, SMM, digital activism, etc. For example, out of
more than forty academic disciplines, students can choose those related to production for digital plat-
forms, popular culture, gender, race in media, filmmaking, documentary, ethics, sociology and psychol-
ogy of the Internet, colonialism, human rights advocacy, media history, statistical and other research
methods, smartphone content creation, radio and podcasting, digital journalism, etc. This certificate
program consists of five training courses, two workshops and a micro-project or internship that is not
a part of the curriculum of a particular specialty but is offered electively to improve competitiveness in
the job market, gain additional skills and build one's resume.

MEDIA LITERACY RESEARCH CENTERS,
2 3 LABORATORIES, PROFESSIONAL
"™ " ORGANIZATIONS IN THE UNITED STATES
AND CANADA

//////// Although media literacy and media education are largely practice-oriented disci-
plines aimed at educating conscious citizens (Canadian universities even declare this clearly in the de-
scriptions of programs) armed with digital and media skills of information consumption and creation,
this area is of no less interest to researchers. It is worth noting that the information-media literacy re-
search efforts are made at the level of professional associations, faculties and departments in media,
communications and journalism, dedicated research laboratories and centers as well as at the level of
individual researchers.

In the United States of America, the major professional organization focusing on this subject is the
National Association for Media Literacy Education (NAMLE, https/namle.org), it oversees the ac-
tivities of the Media Education Lab (ME Lab) where Prof. Renee Hobbs, the University of Rhode Island,
is the founder. The NAMLE unites researchers and educators who work for the development of media
literacy learning materials and educational resources, publish the specialized scientific peer-reviewed,
open-access Journal of Media Literacy Education” and run separate publishing projects (manuals,
textbooks, methodological developments for general education teachers and university professors).
Also, ME Lab coordinates such projects as a series of webinars and discussion clubs, development of
media education programs in cooperation with the US public broadcasters PBS and NPR, innovative
professional and life-long learning programs in cooperation with the US State Department (for exam-

2 https://digitalcommons.uri.edu/jmle/about.html
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ple, the violence prevention initiative through learning media literacy in the communities of Rhode Is-
land with the Be Curious Not Furious awareness campaign). NAMLE and ME Lab organize international
media forums, summer institutes and scientific conferences on countering propaganda, information
influences, work with digital media platforms, etc., where the biennial National Media Education Con-
ference for members of NAMLE is the major one.

The International Council for Media Literacy (ICML, https./ic4ml.org), formerly known as the Na-
tional Telemedia Council, a US-based organization, since 1953 has been publishing the professional
analytical Journal of Media Literacy" with scientific research as well as interviews, reports, publicist
and critique media literacy materials.

Other centers and laboratories under the US universities focus, among other things, on Al and mis-
information research (Al and Misinformation Lab at the Manship School of Mass Communication,
Louisiana State University), the development of critical analysis and high-quality media content (Cen-
ter for Information and Media Literacy at the Klein College of Media and Communications, Temple
University).

Canada has also got considerable experience in analytical research and methodological support of
educators both at the state level and at the level of the professional community, who, by the way, work
closely together. The Association for Media Literacy (AML, https:/aml.ca) is a Canadian counterpart of
NAMLE; according to its founders, it was the first in the world back in 1978 to develop a media literacy
curriculum for teaching English and other languages at educational institutions in Ontario. The asso-
ciation has several operations that also include educational activities (for example, they created a radio
podcast, specialized publications), methodological and advisory support of educators who integrate
information literacy into the educational process, cooperation with provincial governments to facilitate
such integration. One of the association's most visible achievements is the establishment in 1994 of
the Media Awareness Network, that is now transformed into the Canadian Center for Digital and
Media Literacy MediaSmarts (https://mediasmarts.ca), for parents, educators, scientists and analysts,
representatives of the civil-society and governmental sectors, a kind of national hub for media literacy
that runs numerous quantitative and qualitative research of communities in the provinces of Canada.
The area of research covers the media skills of Canadian youth, the experience of digital violence, the
school youth skills of understanding and countering disinformation, etc.'* As for the university research
centers specializing in media literacy, they include, for example, the Center for Digital Literacy at the
University of British Columbia that focuses on researches of computer and other digital technologies,
mobile communication, gamification, and their impact on school pedagogy.

Based on this research one may summarize that:

B the universities of North America introduce actively infomedia literacy (with a focus on digital me-
dia literacy) in the learning process at the media faculties as well as at the university level;

B the autonomy of HEIs allows for diversification of media literacy implementation in the curricula:
from short-term certificate programs, summer schools and courses to Bachelor's degree pro-
grams (BA major);

18 https://icAml.org/journal-of-media-literacy/
4 https://mediasmarts.ca/research-reports
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B the departments of journalism introduce dedicated courses that address the most pressing top-
ics of media literacy (ethical use of Al, disinformation and propaganda, news literacy, working with
digital audiences and platforms, social media, etc.);

B the most common way of media literacy incorporation into non-journalism programs at the U.S.
and Canada universities is additional specialty programs for Bachelors (minor) or specializations
for Masters and PhDs (specialization);

B HEls work closely with external stakeholders (government departments, educators, journalists)
and professional associations to improve curricula and share educational and methodological de-
velopments and scientific research.

/4
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RECOMMENDATIONS

V//// Strategic level

S/ University level

3

///// Professors

Integration of media literacy (as an element of the nation’s information security) into all special-
ties learned within the higher education should become a part of the Ukraine's educational
strategy.

Developing a standardized approach to defining media literacy competencies for the Journal-
ism as well as for other specialties of all degrees will contribute to faster integration of media
literacy topics into the educational process.

It is recommended to take into account the needs of universities when filling the platform of the
National Project Filter, that was supposed to be a unified platform for media literacy projects.

Greater institutional support for media literacy at the level of university administrations is recom-
mended. For example, including media literacy in the educational strategy of a university may
contribute to better integration of media literacy into educational programs.

To set up adequate conditions for advanced training of professors. A formal approach to training
professors just for a sake of reporting needs to be revised. Teaching load during the term has to
be reduced.

It is necessary to coordinate programs and disciplines so that to avoid overlapping of topics in
the course of learning.

Development of joint methodological approaches to teaching media literacy will contribute to
higher learning efficiency.

The annual review of the media literacy courses content should be mandatory, taking into ac-
count constant changes in media and media literacy.

Recommended reading lists in the syllabi should be updated on a yearly basis to include the
most recent Ukrainian and foreign research, tools, resources. .
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H Teaching methods should correlate with the learning objectives of a certain course and contrib-
ute to the achievement of the tasks set.

Within special media literacy disciplines, more focus should be put on usage of online tools,
OSINT-research, artificial intelligence; within disciplines with integrated components, there
should be more focus on the topics devoted to a variety of online frauds and counterac-
ting them, social media algorithms, protection mechanisms in the complex information envi-
ronment.

H Incorporating the experience of Ukrainian and international media literacy initiatives into
learning can be a good example for students how the gained knowledge can be applied in the

real world.

/4
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Vinnytsia Mykhailo Kotsiubynskyi State Pedagogical University

Lesya Ukrainka Volyn National University

Oles Honchar Dnipro National University

Vasyl' Stus Donetsk National University

Zhytomyr Ivan Franko State University

Zaporizhzhia National University

West Ukrainian National University (Ternopil)

Institute of Journalism of the Borys Grinchenko Kyiv Metropolitan University
Kamianets-Podilskyi lvan Ohiienko National University

Ilvan Franko National University of Lviv

Mariupol State University

Mohyla School of Journalism of the National University of Kyiv-Mohyla Academy (NaUKMA)

Educational and Scientific Institute of Journalism of the Taras Shevchenko National University
of Kyiv

National Aviation University

National Technical University of Ukraine "Igor Sikorsky Kyiv Polytechnic Institute
Lviv Polytechnic National University

National University of Ostroh Academy

Odesa I.I. Mechnikov National University

Poltava V.C. Korolenko National Pedagogical University

Vasy! Stefanyk Precarpathian National University

Sumy State University

Ternopil Volodymyr Hnatiuk National Pedagogical University

Uzhhorod National University
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224 National Pedagogical Dragomanov University

V.N. Karazin Kharkiv National University

Kherson State University

Y7l Bohdan Khmelnytsky National University of Cherkasy
Yuriy Fedkovych Chernivtsi National University

Petro Mohyla Black Sea National University (Mykolaiv)

School of Journalism of the Ukrainian Catholic University
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